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PREREQUISITES 

Students should have some experience 

with networking concepts and tools 

and ideally some experience with bot-

net functionality  

TARGET AUDIENCE 

 

 

 

 

 

Enterprise network and system 

administrators, Service Provider network 

administrators, incident responders, and 

anyone who needs to secure 

infrastructure or investigate internet-

based attacks will benefit from this 

course. Cyber crime investigators will 

learn how to investigate botnets and 

work with ISPs and large enterprise 

organizations to identify and track 

criminal activity on a network. 

COURSE TIMELINE 

It is a 3 days course. 
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Botnets are a serious threat.But how  

do we identify them, and how do we  

know if our systems are compromised?  

Are our IDS/IPS, web proxy, firewall, etc,  

detecting and blocking these threats?  

Are the latest web drive-by attacks  

penetrating the infrastructure security? 

This course will help network and system  

administrators to implement  mechanisms that will help to ensure 

that malicious İnternet activity, especially botnets, are detected 

through effective network monitoring and analysis. 

 
To understand these threats and learn techniques to track botnets, 

students will conduct hands-on exercises using our proprietary 

VMware lab consisting of 11 VMware images to create and 

investigate botnets from both a host and network perspective. 

 

Students will set-up and analyze network flow analysis systems using 

the popular tools nfsen, nfdump, and Scrutinizer. Students will also 

learn how to make effective use of IDS technologies using the snort 

and Bro IDS platforms for botnet identification. Students will also 

learn critical host-based monitoring techniques on Windows and 

Linux systems and learn why host-based monitoring alone is not 

necessarily sufficient.  Basic client and server-side honeypot malware 

collection and basic malware analysis techniques for botnet 

identification will also be covered. 

COURSE OBJECTIVE 

To educate investigators and network 

administrators on tools and methodolo-

gies that can be used to track botnets 

and malicious internet activity. 
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Network Security Monitoring and Botnet Detection Course Outline 

 Module 1: Introduction to Botnet Types 

How Botnets work : IRC, HTTP, and P2P Botnets 

Evolution of Botnet development 

Evolution of Botnet detection techniques 

  Module 2: Investigating Botnets from the Host 

Host-based Behaviors using Sysinternals Tools 

Rootkits: Why Host-based techniques don’t always work. 

Basic Host-Based Incident Response 

Introduction of Helix CD 

Basic Procedures and Tools for Incident Analysis 

 Module 3: Using IDS, Full Packet Capture, and Network Analysis to View Botnets from the Network 

Introduction to Network Forensics and Botnet Information Gathering 

Network Forensics Methodologies 

Observing Botnets from the Network 

Full Packet Capture 

Observing scanning activity 

Analyzing Complex Network Captures 

Watching scan & sploit 

Using the snort and Bro Intrusion Detection platforms to detect Botnets 

Limitations of using Intrusion Detection Systems for Botnet analysis, with a particular focus on HTTP and P2P botnets 

Analyzing DNS queries for Botnet detection 

Creating and Using Darknets to Spot Malicious Network Activity 

  Module 4: Using Network Flows to Efficiently View Botnet Activity 

Introduction to Network Flows 

Practical realities of network flow collection and analysis 

Analyzing network flows with nfsen 

Discovering a C&C server 

Locating other compromised machines 

Observing proxy activity 
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 Identifying Victims 

 Identification of the botherder 

 Collaborating Against Botnets: Roles for National Governments, Law Enforcement, ISPs, 

 Internet Infrastructure Organizations, Financial Institutions, Private Enterprise, and 

 End Users 

 Analysis of a Multi‐ISP Environment 

 

 Module 5: Malware Collection to Spot Botnet Command and Control Centers 

Introduction to Honeypots and Motivation for Malware Collection 

Overview of Honeypot Technolgies 

Server-Side Honeypots 

Client-Side Honeypots 

Low and High Interaction Honeypots 

Honeypots in Action: Experimentation with the nepenthes honeypot. 

A Honeypot in Real Life! 

 Module 6: Investigating Malware to Efficiently Discover Botnet C&Cs 

Reasons to investigate malware 

Discovering botnets through malware analysis 

Introduction to Malware Analysis Methods 

Basic Runtime malware analysis 

Sandboxing 

Manual methods 

Using open source tools to monitor malware activities 

Capturing important artifacts 

Disadvantages of runtime malware analysis 
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